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Article 1
These Regulations are formulated pursuant to the provisions of Paragraph 3, Article
27 of the Personal Data Protection Act (hereinafter referred to as “the Act”).

Article 2

For the purposes of these Regulations, the term “competent authority” refers to:

o the Ministry of Economic Affairs at the central government level;
o the municipal government at the level of a special municipality; and

e the county (or city) government at the county (or city) level.

Article 3

For the purposes of these Regulations, the term “retail industry” (hereinafter referred
to as “the operator”’) means any business entity, not under the jurisdiction of other
central competent authorities for specific industries, that engages in the retail sale of
goods through a physical store, or through both a physical store and online sales, has
completed company, limited partnership, or business registration, has paid-in capital
of at least NT$10 million, and either recruits members or is able to obtain the personal
data of its transaction counterparties; or any company, limited partnership, or business

so designated by the Ministry of Economic Affairs.

However, this does not include industries which require franchising, licensing, or are

otherwise subject to specialised laws and regulatory oversight.

Article 4

Operators shall, in accordance with their business scale and characteristics, and
having regard to the reasonable allocation of operational resources, plan, establish,
review, and revise security maintenance measures, and incorporate these into a
Personal Data File Security Maintenance Plan (hereinafter referred to as the “Security
Maintenance Plan”), in order to ensure the secure maintenance and management of
personal data files, and to prevent personal data from being stolen, altered, damaged,

lost, or disclosed.
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Article §

Operators shall designate dedicated personnel responsible for the Security
Maintenance Plan, who shall be tasked with planning, formulating, revising, and
implementing the Plan and other related matters, and shall report regularly to the

operator’s legal representative or to a person authorised thereby.

Article 6
Operators shall, in accordance with the provisions of these Regulations, establish a

Security Maintenance Plan, which shall include the following particulars:

1. Internal management procedures for the collection, processing, and use of

personal data.

2. The scope of personal data.
3. Data security management and personnel management.
4. Awareness promotion and education/training.
5. Mechanisms for the prevention, reporting, and response to incidents.
6. Equipment security management.
7. Data security audit mechanisms.
8. Preservation of usage records, log data, and evidence.
9. Methods for the handling of personal data after termination of business.
10. Continuous improvement measures for the maintenance of personal data
security.
Article 7

When formulating the matters prescribed in Subparagraphs 1 and 2 of the preceding
Article, the operator shall ascertain the specific purpose for which personal data is
collected, and, in accordance with the necessity of such specific purpose, define the
categories or scope of personal data to be collected, processed, and used, and shall

regularly review the current status of personal data held.

Where, upon periodic review, the operator discovers any personal data that falls
outside the necessary scope of the specific purpose, or where the specific purpose has
ceased to exist, or the retention period has expired and there is no further need for
preservation, such personal data shall be deleted, destroyed, cease to be collected,

processed, or used, or otherwise disposed of appropriately.

Article 8

When collecting personal data, the operator shall comply with the notification
obligations prescribed in Articles 8 and 9 of the Act, and with the categories and
scope set out in Paragraph 1 of the preceding Article.
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When transmitting personal data, the operator shall adopt the necessary protective

measures to prevent leakage.

Prior to the international transmission of a data subject’s personal data, the operator
shall verify whether such transmission is restricted by the central competent authority,
and shall inform the data subject of the country or region to which the data is to be

transmitted.

Article 9

When establishing the data security management and personnel management
measures referred to in Subparagraph 3 of Article 6, the operator shall include the
following:

1. Establishing a management mechanism based on operational requirements,
setting different levels of access rights for personnel to control their access to
personal data, and regularly reviewing the necessity and appropriateness of
such access rights.

2. Reviewing the nature of each relevant business operation, and designating the
personnel responsible for the collection, processing, use, and other related
processes of personal data.

3. Requiring personnel to properly safeguard the storage media containing
personal data, and stipulating obligations of safekeeping and confidentiality.

4. Cancelling the identification codes of personnel upon resignation, and
requiring the handover of any personal data of others obtained during the
course of duty, with such data not being removed for personal use.

5. When transmitting personal data, adopting appropriate security measures
according to the method of transmission.

6. Where personal data requires encryption, adopting appropriate encryption
measures at the stage of collection, processing, or use.

7. Where personal data requires backup, adopting appropriate protective

measures for such backup data.

Article 10
Where an operator directly or indirectly collects, processes, or uses personal data
through an information and communications system as defined in the Cybersecurity

Management Act, the following security measures shall be adopted:

1. Where the information and communications system contains personal data, an
authentication mechanism shall be established, with accounts and passwords

meeting certain complexity requirements.
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2. Assessing usage scenarios, adopting masking mechanisms for personal data,
and ensuring appropriate and consistent redaction of personal data displays.

3. Ensuring that computers, related equipment, or systems used to collect,
process, or use personal data have the necessary security features, adopting
appropriate security mechanisms, and regularly testing and responding to
threats arising from system vulnerabilities.

4. Where an information and communications system containing personal data is
connected to the internet, updating and running anti-virus software at all times,
and regularly conducting malicious programme scans.

5. Establishing firewalls, email filtering mechanisms, or other intrusion detection
devices to prevent external network intrusions, and keeping such measures
updated.

6. Where an information and communications system contains personal data,
setting up monitoring for abnormal data access activities and conducting
regular drills of response mechanisms.

7. When testing an information and communications system that processes
personal data, avoiding the use of real personal data; where real personal data
is used, establishing usage regulations.

8. When changes are made to an information and communications system that
processes personal data, ensuring that its security has not been reduced.

9. Regularly reviewing the information and communications system that

processes personal data, inspecting its usage status and access to personal data.

The mechanisms set out in the preceding paragraph shall be regularly reviewed and

improved.

Article 11

When formulating the awareness promotion and education/training programme
stipulated in Subparagraph 4 of Article 6, the operator shall include regular awareness
promotion and educational training for its personnel on personal data protection,
ensuring that they understand the relevant legal provisions, the scope of their
responsibilities, and the mechanisms, procedures, and management measures for

various personal data protection matters.

Article 12
When formulating the incident prevention, notification, and response mechanism

stipulated in Subparagraph 5 of Article 6, the operator shall include the following:
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1. Taking appropriate measures to control the damage caused to the data subject,
and notifying the competent authority within seventy-two (72) hours from the
discovery of the incident. Where notification is made to the local competent
authority, the central competent authority shall also be copied in.

2. Ascertaining the cause of the incident and the extent of damage, and notifying
the data subject or their legal representative; such notice shall include the facts
of the personal data breach and the responsive measures taken.

3. Reviewing deficiencies and establishing preventive and corrective measures to

avoid recurrence of the incident.

Where an operator suffers a personal data theft, leakage, alteration, or other
infringement incident, it shall promptly handle it in accordance with the prevention,
notification, and response mechanism in the preceding paragraph to protect the rights

and interests of the data subject.

In the event of the preceding type of incident, the competent authority may, in
accordance with Paragraph 1 of Article 22 of the Act, conduct an administrative
investigation, require relevant personnel to provide necessary explanations, cooperate
with measures, or provide relevant supporting documents, and take follow-up actions

according to the results of the investigation.

Article 13
When formulating the equipment security management measures stipulated in

Subparagraph 6 of Article 6, the operator shall include the following:

1. Security protection facilities and management procedures for paper-based data
files.

2. For computers or automated machines and related equipment storing
electronic data files, the installation of security protection systems or
encryption mechanisms.

3. Procedures for destroying paper-based and electronic data; where computers,
automated machines, or other storage media are to be scrapped, replaced, or
repurposed, appropriate precautionary measures shall be taken to prevent the

leakage of personal data.

Article 14
When formulating the data security audit mechanism stipulated in Subparagraph 7 of

Article 6, the operator shall designate audit personnel for data security to regularly
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audit the implementation and effectiveness of the security maintenance plan, and

report the audit results to the operator’s representative or an authorised person.

Where, based on the audit results in the preceding paragraph, the operator discovers
that the plan is not compliant with the law or may potentially be non-compliant, it

shall rectify the matter immediately.

The responsible personnel designated under Article 5 and the audit personnel

designated under Paragraph 1 shall not be the same individual.

Article 15
When formulating the measures for usage record, log data, and evidence preservation

stipulated in Subparagraph 8 of Article 6, the operator shall include the following:

1. Retaining records of personal data usage.
2. Retaining log data from automated machine equipment or other related

evidence.

Personal data usage records, log data from automated machine equipment, or other
related evidence retained under the preceding paragraph shall be kept for a minimum

of five (5) years.

Article 16
When formulating the measures for handling personal data after the termination of
business stipulated in Subparagraph 9 of Article 6, the operator shall include the

following:

Destruction: method, time, place, and the means of certifying destruction.
2. Transfer: reason, recipient, method, time, place, and the legal basis for the
recipient’s retention of such personal data.

3. Deletion, cessation of processing or use: method, time, or place.

The measures in the preceding paragraph shall be recorded, and such records shall be

kept for a minimum of five (5) years.

Article 17
When formulating the overall continuous improvement plan for personal data security
maintenance stipulated in Subparagraph 10 of Article 6, the operator shall annually

review the appropriateness of the security maintenance plan, taking into account the
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status of its implementation, technological developments, legislative amendments, or

other factors; where necessary, revisions shall be made.

Article 18
When the data subject or their legal representative exercises the rights prescribed in

Article 3 of the Act, the operator shall proceed as follows:

1. Where there exists a ground for refusal under the proviso to Article 10,
Paragraph 2 of Article 11, or the proviso to Paragraph 3 of Article 11 of the
Act, the operator shall notify the data subject or their legal representative and
provide reasons for the refusal.

Comply with the handling time limits prescribed in Article 13 of the Act.

3. Inform the data subject that necessary costs may be charged in accordance

with Article 14 of the Act.

The operator may provide a contact point and contact details for the data subject or

their legal representative to exercise the rights in the preceding paragraph.

Article 19

Where the operator commissions another party to collect, process, or use personal
data in whole or in part, it shall appropriately supervise the entrusted party in
accordance with Article 8 of the Enforcement Rules of the Act, and clearly stipulate

the relevant matters in the commissioning contract or relevant documents.

Article 20
When utilising personal data for marketing in accordance with Paragraph 1 of Article
20 of the Act, the operator shall clearly inform the data subject of the operator’s

registered name and the source of the personal data.

When the operator uses personal data for marketing for the first time, it shall provide
the data subject or their legal representative with a means to refuse to accept
marketing, and shall bear the necessary costs. Where the data subject or their legal
representative expresses a refusal to accept marketing, the operator shall immediately

cease such use and inform all relevant personnel accordingly.

Article 21
The operator shall, within six (6) months from the date of enforcement of the
amendments to these Regulations, complete the formulation or revision of its security

maintenance plan.
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The operator shall retain the security maintenance plan referred to in the preceding

paragraph; the competent authority may dispatch personnel to conduct inspections.

Article 22
These Regulations shall come into force from the date of promulgation.



